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1. Purpose and scope

Viney Hill Christian Adventure Centre (VHCAC) collects and uses personal information so that it can provide safe
residential visits, activity days, courses, events, employment, volunteering, governance and charity administration. This
policy explains how VHCAC protects personal information and how it complies with data protection law.

This policy applies to all personal data handled by VHCAC in paper, electronic, photographic, audio, video or any other
form. It applies to information about participants, parents and carers, group leaders, schools, churches, customers,
staff, volunteers, trustees, freelancers, suppliers, supporters, donors and visitors.

All staff, trustees, volunteers, freelancers and contractors must follow this policy whenever they collect, view, store,
use, share, download, copy, photograph, scan, delete or otherwise handle personal data.

2. Legal and regulatory framework

VHCAC will comply with the data protection and privacy requirements that apply to it, including:

¢ the UK General Data Protection Regulation (UK GDPR);

o the Data Protection Act 2018;

¢ the Privacy and Electronic Communications Regulations 2003 (PECR), including rules on electronic marketing,
cookies and similar technologies;

o the Data (Use and Access) Act 2025, insofar as relevant provisions are in force and apply to VHCAC;

o the Limitation Act 1980, where records may need to be retained for the defence of legal claims;

¢ employment, safeguarding, health and safety, tax, charity and accounting requirements that affect record keeping;
and

e current guidance from the Information Commissioner’s Office (ICO), government departments and relevant
regulators.
Where a new law or regulator guidance changes VHCAC's obligations, the Data Protection Lead will review this
policy and related procedures. The Data (Use and Access) Act 2025 does not replace the UK GDPR or Data
Protection Act 2018, but makes targeted amendments to UK data protection and privacy law

3. Data controller and contact details

VHCAC is normally the data controller for the personal data it collects and decides how to use. This means VHCAC is
responsible for deciding the purpose and method of processing and for ensuring the information is handled lawfully,
fairly and securely.

Contact details for data protection queries:

e Viney Hill Christian Adventure Centre, The Old Vicarage, Viney Hill, Gloucestershire, GL15 4NA

e Email: info@vineyhilladventure.org

e Telephone: 01594 516162

The Board of Trustees has overall responsibility for compliance. Day-to-day responsibility sits with the Data Protection
Lead. Unless trustees appoint someone else, the Data Protection Lead is the Business Manager. VHCAC is registered
with the ICO where registration is required.
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4. Responsibilities

Role Responsibilities

Board of Trustees Overall accountability for data protection compliance and approval of key policies.

Business Manager / Data | Day-to-day coordination of data protection compliance, ROPA, retention schedule,
Protection Lead privacy information, breach log, subject rights requests and policy review.

Secure handling of safeguarding, accident, medical and operational safety records;

Centre Manager / DSL oversight of staff practice in these areas.

Managers and team Ensure staff follow this policy, have appropriate access only, and receive necessary
leaders training or guidance.

All staff, volunteers,
freelancers and
contractors

Only access, use, share, download, print, store or delete personal data where needed
for their role; keep it confidential; report concerns promptly.

5. Data protection principles

Principle VHCAC requirement

Lawfulness, fairness and Be clear about what is collected and why; only use data where VHCAC has a lawful
transparency basis.

Purpose limitation Use data only for the purpose collected, unless a compatible purpose or new lawful
basis applies.

Data minimisation Collect and keep only what is needed, especially for medical, SEND, allergy, DBS and
safeguarding information.

Accuracy Take reasonable steps to ensure records are accurate and corrected where necessary.

Storage limitation Keep data only for the approved retention period and securely delete/destroy it when
no longer needed.

Security Use appropriate technical and organisational measures to prevent unauthorised
access, loss, misuse or disclosure.

Accountability Maintain policies, ROPA, retention schedule, training, access controls and records that
show compliance.

6. Personal data handled by VHCAC

The information collected will vary depending on the relationship with VHCAC. It may include:

o contact details such as names, addresses, phone numbers and email addresses;

e booking information, group details, programme choices, dates of visits, attendance information and group leader
details;

e participant medical, allergy, dietary, disability, SEND, emergency contact and consent information needed to
deliver activities safely;
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e accident, incident, first aid, safeguarding and near-miss information;

e photographs, video and audio recordings where permission has been given or where another lawful basis applies;

o financial information needed to raise invoices, take payments, pay wages, manage suppliers and keep accounts;

o staff, volunteer, trustee, freelancer and applicant information, including recruitment records, contracts,
qualifications, training, appraisal, absence, payroll, pension, emergency contact and right to work information;

e DBS and safer recruitment information where required for a role;

e email subscription and marketing preferences;

o website and IT information such as contact form enquiries, cookies, IP addresses, system logs and security
information; and

e supplier, contractor and stakeholder contact information.

VHCAC will not collect sensitive information simply because it may be interesting or convenient. Staff must consider
whether each item is genuinely needed before collecting it.

6. Lawful basis and special category/criminal offence information

VHCAC must have a lawful basis under Article 6 of the UK GDPR for each use of personal data. The most common
bases used by VHCAC are:

Lawful basis When VHCAC may use it Examples

Contract Where processing is necessary to provide | Booking administration, invoices, staff contracts.
a booking, activity, course, employment
contract or supplier contract.

Legal Where VHCAC must process information | Right to work checks, tax/payroll records, accident
obligation to comply with a legal duty. records where legally required.
Legitimate Where VHCAC has a legitimate Managing bookings, responding to enquiries, safe
interests organisational reason and this is not operation, legal/insurance defence, service
overridden by the rights and freedoms of improvement.
the person.
Consent Where the person has a genuine choice Photography and filming permission; optional
and can withdraw consent. marketing consent; explicit consent for some

medical information.

Vital interests | Where processing is necessary to protect | Sharing relevant medical information with
someone’s life or in an emergency. emergency services if someone is seriously injured
or unwell.

Special category data includes health, disability/SEND and some dietary or religious information. Criminal offence data
includes DBS and safeguarding-related criminal allegation information. VHCAC will only process this information
where there is a lawful basis.

7. Lawful basis for special category, criminal offence and safeguarding information

Some personal data needs extra protection because it is particularly sensitive. This includes information about health,
disability, SEND, racial or ethnic origin, religious beliefs, trade union membership, sex life, sexual orientation, genetic
or biometric data. Medical forms, allergy information, disability/SEND adjustments and some dietary information may

be special category data.
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VHCAC will only process special category data where it has both a lawful basis and a special category condition under
Article 9 of the UK GDPR. Depending on the circumstances, this may include explicit consent, vital interests, legal
claims, employment and social security obligations, or substantial public interest grounds set out in the Data Protection
Act 2018.

DBS and criminal offence information will be handled only where required for safer recruitment, safeguarding or legal
compliance. Disclosure information will be used only for the purpose for which it was obtained, stored securely, seen
only by those entitled to see it and not retained longer than necessary. VHCAC will not keep DBS certificate
information itself for longer than necessary, normally no longer than six months after the recruitment or checking
decision, although a record that a check was completed, the date, type and decision may be kept in the personnel file.

8. Medical forms: collection, use, access and retention

Medical forms are essential for the safe delivery of residential visits, activity days, adventure activities and events.
They may contain sensitive health and emergency contact information and must be treated as confidential.

8.1 What medical forms are used for
Medical and consent forms are used only for legitimate safety, welfare and operational purposes, including:

e checking whether a participant can safely take part in activities and whether any reasonable adjustments or risk
controls are needed;

e identifying allergies, medication, health conditions, disability, SEND, communication needs or other factors
relevant to participation and welfare;

e providing suitable dietary information to the caterer where needed;

e contacting parents, carers, group leaders or emergency contacts if necessary;

e sharing relevant information with first aiders, emergency services or medical professionals in an emergency; and

¢ linking relevant information to an accident or incident record where it may be needed for review, safeguarding,
insurance or legal defence.

8.2 Lawful basis and consent

For routine activity delivery, VHCAC normally processes medical information because it is necessary for safe service
delivery and VHCAC's legitimate interests in operating safely. Where the form asks for explicit consent to process
medical information, VHCAC will also rely on that explicit consent as the Article 9 condition for special category data. If
essential medical information is not provided, VHCAC may not be able to allow the person to take part in some or all
activities.

In an emergency, VHCAC may process or share medical information to protect someone’s vital interests. Where an
accident, incident, complaint or claim occurs, VHCAC may retain relevant medical information for the establishment,
exercise or defence of legal claims.

8.3 Access to medical forms

Access will be limited to people who need the information to fulfil their role. This may include the Centre Manager,
Senior Instructor, allocated instructors, first aiders, relevant administrators, the group leader, the caterer for
dietary/allergy information, and emergency services if required.

Medical forms must not be left unattended, visible to unauthorised people, downloaded to personal devices, stored on
personal email accounts or circulated more widely than necessary. If a form is downloaded temporarily for operational
reasons, it must be deleted from desktops, downloads folders and mobile devices as soon as it is no longer needed.

8.4 Retention where there is no accident or incident

If there has been no accident, incident, first aid treatment, safeguarding concern, complaint or other reason to retain
the form, medical/consent forms will be kept securely for six months after the visit or activity. This allows time for a late
report of a medical issue or incident. After six months they will be securely destroyed or permanently deleted.
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8.5 Retention where there has been an accident or incident

If a participant is involved in an accident, incident, first aid event, safeguarding concern, complaint or potential claim,
the relevant medical/consent form must be matched to the accident or incident record if it is relevant to the
circumstances, treatment, supervision, risk assessment or legal/insurance defence.

In those circumstances, the relevant medical/consent form becomes part of the accident/incident file and is retained as
follows:

Situation Retention period Notes

Adult involved in an 5 years from the date of Although most personal injury claims have a

accident/incident the accident/incident three-year limitation period, VHCAC retains
records for five years for legal, insurance,
review and defence purposes.

Child or young person under 18 Until the person reaches | The limitation period for a child’s personal

involved in an accident/incident age 21 injury claim normally runs from age 18. Where

records are held in date-of-birth year folders,
the folder may be deleted after 31 December of
the year in which all individuals in that folder
have turned 21.

Safeguarding concern Follow the Safeguarding | Safeguarding records may need to be retained
Policy and safeguarding longer than general accident records. Seek
record retention schedule | advice before deleting.

9. Accidents and near-miss records

Accident and incident records may be needed for first aid, health and safety review, safeguarding, staff training, legal
defence and insurance purposes. They must be completed promptly, accurately and legibly.

Where relevant, the accident/incident file should include or reference:

e the accident/incident report form;

e the participant’s name, age/date of birth, school or group, date, time and location;

o the activity taking place at the time and whether it was VHCAC-led or group-led/social time;

e description and apparent cause of the incident;

o VHCAC staff and group staff responsible or supervising at the time;

e witness names and statements where appropriate;

e treatment given and whether parent/guardian/group leader was informed;

¢ the relevant medical/consent form, where relevant;

e the activity programme, daily schedule or instructor allocation record, where relevant;

o the risk assessment/operating procedure in use at the time;

e the insurance liability policy in force at the time; and

e relevant instructor qualification/training records.

Adult accident records are retained for five years. Accident records involving under-18s are retained until the individual
reaches age 21. Near-miss or non-injury health and safety incident records should be retained for five years where
they may be relevant to risk management, insurance, legal defence or organisational learning, but personal data
should be minimised wherever possible.
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10. Security and procedure for safe data protection

VHCAC’s working procedure for accident and related medical records is:

e The form is completed by a member of VHCAC staff as soon as practicable.

e The completed paper form is placed in the secure red locker by the photocopier or another secure location
designated by the Centre Manager.

e The Centre Manager or delegated senior person reviews/signs off the record.

e The Safeguarding Administrator or delegated administrator scans the record and uploads it to the secure Teams
location with restricted access.

e For children, records are filed in secure folders based on the child’s year of birth.

e For adults, records are filed in secure folders based on the year of accident/incident.

e The file name should follow the agreed format, for example: SURNAME - DDMMYYYY.

e The relevant medical/consent form, daily schedule or instructor allocation, and other supporting documents are
matched to the file where relevant.

¢ Once the digital record has been checked and confirmed as complete and readable, the original paper copy is
securely shredded unless the Centre Manager has directed that it must be retained.

e Every month, an appropriate activity schedule/daily schedule backup should be saved to the secure activity
schedule information folder so that relevant supervision and programme information can be evidenced if needed
later.

e The secure Teams folders used for accident, incident, medical and safeguarding information must have restricted
access. Access should be reviewed periodically and when staff change roles or leave.

11. Photography, filming and recordings

VHCAC may take or use photographs, video or audio recordings to promote the Centre, celebrate activities, support
teaching or provide an archive of the Centre’s work. Permission must be obtained using the Photography and Filming
Permission form where identifiable images of children or participants are used for promotional purposes.

VHCAC will not normally identify children by name in promotional images. Images may be used in print publications,
websites, email marketing, posters, banners, advertising, film, social media, teaching and research purposes where
the permission form allows this.

Images published online can be viewed outside the UK. Some published material may remain in circulation or in
archives permanently. A person may ask VHCAC to stop using their image in future publications; VHCAC will comply
where reasonably practicable, but images may continue to appear in publications already printed, distributed, archived
or otherwise outside VHCAC’s control.

12. Marketing, newsletters and supporter communications

VHCAC will follow PECR and data protection requirements when sending marketing emails, newsletters, fundraising
updates, bulletins or similar communications. People must be told what they are signing up to and must be able to
unsubscribe easily.

VHCAC may use consent for marketing or, where the law permits, a soft opt-in/charitable soft opt-in. The Data (Use
and Access) Act 2025 has introduced changes that can allow charities to contact supporters by email, text or similar
electronic message without prior consent where the legal conditions are met. VHCAC must only use this route where:

¢ the contact details were obtained in a lawful way in the context of the person’s support, interest or interaction with
VHCAC;

e the message is limited to VHCAC’s own charitable, fundraising, booking, event or similar communications;

e the person was given a clear opportunity to opt out when their details were collected; and

e every message includes a clear and simple unsubscribe or opt-out option.

o VHCAC will not sell personal data or share contact lists with third parties for their own marketing.
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13. Sharing personal data

VHCAC will only share personal data where there is a lawful reason and only the minimum necessary information will
be shared. This may include sharing information with:

e group leaders, schools, churches or visiting organisations where needed to organise the visit or protect participant
welfare;

e emergency services, medical professionals, parents/carers or emergency contacts in an emergency;

e caterers, where dietary/allergy information is needed to provide safe food;

e insurers, legal advisers or regulators in relation to accidents, incidents, complaints or claims;

e safeguarding authorities, local authority designated officers, police or statutory agencies where required for
safeguarding or legal reasons;

e payroll providers, pension providers, HMRC, auditors, banks and finance systems;

e DBS/umbrella bodies and former employers/referees for safer recruitment;

e |T, booking, email, website and cloud service providers acting on VHCAC's instructions.

Where an external provider processes personal data for VHCAC, VHCAC will take reasonable steps to ensure

appropriate data protection arrangements are in place, including a contract or terms that address confidentiality,

security, processor obligations, retention and deletion.

14. International transfers

Some services used by VHCAC may store or process information outside the UK, for example cloud services, email
marketing tools, websites or social media platforms. VHCAC will only allow international transfers where a lawful
transfer mechanism applies, such as UK adequacy regulations, the UK International Data Transfer Agreement, the UK
Addendum to EU Standard Contractual Clauses, or another permitted safeguard.

15. Information security

VHCAC will use appropriate technical and organisational measures to protect personal data. These include:

e role-based access to systems such as Cinolla, Microsoft 365/Teams, Xero, payroll and email marketing tools;

e restricting access to medical, accident, safeguarding, DBS, HR and payroll information to those who need it;

e passwords, multi-factor authentication where available, secure devices and appropriate account management;

o locked cabinets, secure lockers and restricted offices for paper records;

e secure deletion of downloads, scans, temporary files and duplicate copies;

e secure shredding or confidential waste disposal for paper records;

e regular review of who has access to sensitive systems and folders;

o staff training and reminders about confidentiality, phishing, misdirected emails and safe handling of special
category data;

e clear procedures for reporting suspected breaches, near misses or access concerns.

All staff must be particularly careful with medical forms, accident forms, safeguarding records, DBS information, payroll

data, bank details and any documents containing multiple children’s or participants’ information.

16. Downloads, email and local copies

Personal data should not be downloaded, printed or copied unless there is a clear operational need. If information is
downloaded to a desktop, laptop, phone, tablet, downloads folder or temporary folder, the person downloading it must
delete it as soon as the task is complete. Personal data must not be stored on personal devices or personal cloud
accounts.
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Before sending personal data by email, staff must check the recipient, attachments and necessity. Sensitive
information should be sent only to those who need it and, where appropriate, by secure link or password-
protected/encrypted method.

17. Personal data breaches

A personal data breach is a breach of security leading to accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data. This includes misdirected emails, lost forms, unauthorised
access, cyber incidents, ransomware, accidental deletion, incorrect permissions and papers left where they can be
seen by others.

Any suspected breach or near miss must be reported immediately to the Data Protection Lead. Staff must not wait until
they are certain. The Data Protection Lead will record the facts, contain the breach, assess the risk, decide whether it
is reportable to the ICO and decide whether affected individuals must be informed.

If a breach is likely to result in a risk to people’s rights and freedoms, VHCAC must report it to the ICO without undue
delay and, where feasible, within 72 hours of becoming aware of it. If the risk to individuals is high, VHCAC may also
need to inform affected people without undue delay.

18. Individual rights

Individuals have rights under data protection law. Depending on the circumstances, these may include the right to be
informed, access their personal data, correct inaccurate data, erase data, restrict processing, object to processing,
data portability and not be subject to solely automated decisions with legal or similarly significant effects.

Requests may be made verbally or in writing. Any staff member receiving a request must pass it promptly to the Data
Protection Lead. VHCAC will normally respond to a subject access request within one month of receipt, or within the

permitted extended period where the request is complex or multiple requests have been made. VHCAC may need to
verify identity before disclosing information.

Some rights are subject to exemptions. For example, VHCAC may need to retain accident records, safeguarding
records, financial records or employment records even if someone asks for deletion, where retention is necessary for
legal obligation, safeguarding, insurance or legal claims.

19. Children and young people

VHCAC works with children and young people and will give particular care to children’s data. Information about
children must be collected only where needed, explained clearly where practicable, protected securely and shared only
with people who need it for safety, welfare, safeguarding, activity delivery or legal reasons.

Where parents, carers, schools or group leaders provide information about children, VHCAC will use it for the
purposes explained in this policy, the booking information, the relevant form and any related privacy notice.
Safeguarding concerns must always be handled in line with the Safeguarding Policy and the welfare of the child must
be prioritised.

20. Staff, volunteer, trustee and freelancer data

VHCAC collects staff, volunteer, trustee, freelancer and applicant information for recruitment, safer recruitment,
contracts, payroll, pensions, training, supervision, health and safety, safeguarding, insurance, legal compliance and
workforce management.

Unsuccessful applicant information is normally kept for up to 12 months. Successful applicant information becomes
part of the personnel file. Right to work documents must be kept for the duration of employment and for two years after
employment ends. Payroll and finance records are normally kept for six years. Some health and safety, accident,
pension, safeguarding or COSHH-related records may need to be kept for longer.

10



Viney Data Protection Internal Policy
Hill Updated Jul 2026 | Next Review Jul 2028

Access to HR, payroll, safer recruitment, DBS and personnel files must be restricted to authorised people. Criminal
record and DBS certificate information must not be visible to all staff or all roles in Cinolla or other systems.

21. Data retention and secure disposal

VHCAC will keep personal data only for as long as it is needed for the purpose for which it was collected, unless there
is a legal, safeguarding, insurance or legitimate organisational reason to keep it longer. The retention schedule in
Appendix A sets out the normal retention periods.

At the end of the retention period, records must be securely deleted, anonymised or destroyed. Paper records must be
shredded or disposed of through confidential waste. Digital records must be permanently deleted from active folders
and, where practicable, from recycle bins or archives in line with system capabilities and backup arrangements.

Before deleting accident, safeguarding, complaint, insurance, legal, HR or finance records, staff must check whether
there is any ongoing concern, claim, dispute, audit, investigation or legal hold.

22. Training, monitoring and review

All staff, trustees, volunteers and freelancers who handle personal data must receive appropriate data protection
guidance or training. People handling medical, safeguarding, accident, DBS, HR or financial information must receive
additional instruction on secure handling and retention.

The Data Protection Lead will review this policy at least every two years, or sooner if there is a significant change in
law, guidance, systems or VHCAC practice. The Data Protection Lead may conduct periodic checks of forms, folders,
access permissions, retention and deletion to ensure this policy is being followed.

23. Complaints
Anyone who is unhappy with how VHCAC has handled their personal data should contact VHCAC using the contact
details in section 3. VHCAC will investigate and respond as promptly as possible.

Individuals also have the right to complain to the Information Commissioner’s Office (ICO). VHCAC’s preference is that
people contact VHCAC first so that concerns can be addressed quickly, but this does not remove the right to complain
to the ICO.

1"



Appendix A - Retention schedule

This schedule sets the normal minimum/maximum retention periods. Records must not be kept longer than necessary unless there
is a specific legal, safeguarding, insurance, audit or dispute reason. Where more than one retention rule applies, use the longer

period and record the reason.
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Record type

Normal retention

Reason / notes

General booking information in
Cinolla

Active relationship plus up to 7 years
after last booking/contact, then archive,
delete or anonymise where practicable

Operational history, customer service, repeat
bookings and legal/financial defence. Historic
data should be reviewed annually.

Medical/consent forms - no
accident or incident

6 months after the visit/activity

Allows time for late notification of an incident or
query. Then securely destroy/delete.

Medical/consent form linked to
adult accident/incident

5 years from accident/incident

Retained with accident file for review,
insurance and legal defence.

Medical/consent form linked to
child accident/incident

Until the individual reaches age 21

Retained with accident file in line with personal
injury limitation periods for children.

Adult accident/incident reports

5 years from accident/incident

Legal, insurance, health and safety review and
defence.

Child accident/incident reports

Until age 21

Legal, insurance, health and safety review and
defence.

Near-miss / non-injury health
and safety incidents

Normally 5 years, with personal data
minimised

Risk management, organisational learning,
insurance/legal defence.

Safeguarding records

Follow Safeguarding Policy and specialist
advice before deletion

May need longer retention. Do not delete
where there is any ongoing safeguarding
concern.

Photography/filming consent
forms

For as long as the image/recording is
used, plus a reasonable period after
withdrawal to evidence consent history

Published material may remain in circulation or
archive. Withdrawal applies to future use
where practicable.

Marketing mailing list records

Until unsubscribe/objection, then
suppression record retained as
necessary

To respect opt-outs and avoid re-contacting
people who have unsubscribed.

Finance records, invoices,
receipts, supplier/customer
payment records

Normally 6 years from the end of the
financial year

Tax, accounting, audit and charity finance
requirements.

Payroll records

Normally 6 years from the end of the tax
year

Tax, payroll and employment records.

Right to work checks

Duration of employment plus 2 years

Home Office right to work compliance.

Unsuccessful job applicants

Up to 12 months after recruitment
decision

Recruitment administration and potential
claims.

Staff/volunteer personnel files

Duration of employment/volunteering plus
6 years after leaving, unless a longer
period applies

Employment, contract, safeguarding, insurance
and legal defence.

DBS certificate information

Normally no longer than 6 months after
the recruitment/checking decision

DBS Code of Practice. Keep only a record of
check date/type/reference/decision where
appropriate.

Training and qualification
records

Duration of employment/engagement
plus 6 years, or longer if linked to an
accident/incident file

Competence evidence, insurance, safety and
legal defence.

Health surveillance / COSHH
medical records where legally
required

40 years from the date of last entry

Health and safety/COSHH requirements.

Trustee governance records and
signed declarations

During trusteeship plus 6 years, with key
governance records retained
permanently where required

Charity governance and legal record.

Supplier/contractor records

Duration of relationship plus 6 years

Contract, finance and legal defence.

Website enquiries

Normally up to 2 years after last
meaningful contact unless converted to a
booking/customer record

Customer service and enquiry follow-up.

Data breach log

6 years from closure, or longer for
serious incidents

Accountability, insurance, audit and regulatory
evidence.
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Appendix B - Practical staff rules

Do not collect personal data unless you need it for a clear VHCAC purpose.

Do not leave medical forms, accident forms, safeguarding records, registers or staff information where visitors, participants or
unauthorised staff can see them.
Do not photograph, scan, email, download or copy sensitive information unless necessary.

Do not use personal email, personal cloud storage or personal devices to store VHCAC personal data.
Delete temporary downloads, scans and local copies as soon as the task is complete.

Check recipients carefully before emailing personal data.
Use secure Teams folders with restricted permissions for medical, accident, safeguarding, HR, DBS and payroll information.
Do not discuss personal, medical, safeguarding or staff information where others can overhear.

Report any suspected data breach, lost form, wrong email, accidental disclosure or permission error immediately.

Ask the Data Protection Lead if unsure.
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Appendix C - Key systems and processors to keep under review

The Data Protection Lead should keep a simple data map and review the systems/processors used by VHCAC. Current or likely
systems/processors include:

System / provider

Purpose

Access / review points

Bookings, customer/group

Review role permissions, especially access to

Cinolla . ) . medical, DBS or confidential notes. Archive inactive
information, staff scheduling/roles A
customer data where practicable.
. Secure storage, email . .
Microsoft 365 / Teams / ge, ’ Use restricted folders and review access after role
. . collaboration,
SharePoint / OneDrive changes/leavers.

accident/safeguarding/HR folders

Xero / bank / payment systems

Finance, invoices, payments,
payroll information where
applicable

Restrict to authorised finance/management users.

Charity Payroll Service / pension
provider

Payroll and pension administration

Contract/terms and secure transfer.

Mailchimp or similar

Newsletters, marketing, supporter

Ensure unsubscribe/opt-out and processor terms are

communications in place.
Website/cookie tools/social Website contact, analytics, Provide cookie/privacy information and review
media cookies, promotional content settings.
. . . Share only necessary dietary/allergy information.
Caterer Dietary/allergy information needed Avoid sharing full medical forms unless genuinely

to provide safe food

needed.

DBS / umbrella body / Diocese
where relevant

Safer recruitment checks

Follow DBS Code of Practice and restrict access.

Appendix D - Review sources used for this policy

This draft was prepared by reviewing

VHCAC's existing 2024 Data Protection and Privacy Policy,
2024 Data Protection Grid,

2026 Review of Processing Activity Grid,

Photography and Filming Permission form,

Accident Report Forms GDPR review,

GDPR course notes,

GDPR issues document and new procedures for completing/logging forms.

It also reflects current UK data protection legislation and regulator guidance available at the time of drafting.
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